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(B) Include a toll-free phone number 
that remains active for at least 90 days 
where an individual can learn whether 
the individual’s unsecured protected 
health information may be included in 
the breach. 

(3) Additional notice in urgent situa-
tions. In any case deemed by the cov-
ered entity to require urgency because 
of possible imminent misuse of unse-
cured protected health information, 
the covered entity may provide infor-
mation to individuals by telephone or 
other means, as appropriate, in addi-
tion to notice provided under para-
graph (d)(1) of this section. 

§ 164.406 Notification to the media. 

(a) Standard. For a breach of unse-
cured protected health information in-
volving more than 500 residents of a 
State or jurisdiction, a covered entity 
shall, following the discovery of the 
breach as provided in § 164.404(a)(2), no-
tify prominent media outlets serving 
the State or jurisdiction. For purposes 
of this section, State includes American 
Samoa and the Northern Mariana Is-
lands. 

(b) Implementation specification: Time-
liness of notification. Except as provided 
in § 164.412, a covered entity shall pro-
vide the notification required by para-
graph (a) of this section without unrea-
sonable delay and in no case later than 
60 calendar days after discovery of a 
breach. 

(c) Implementation specifications: Con-
tent of notification. The notification re-
quired by paragraph (a) of this section 
shall meet the requirements of 
§ 164.404(c). 

§ 164.408 Notification to the Secretary. 

(a) Standard. A covered entity shall, 
following the discovery of a breach of 
unsecured protected health informa-
tion as provided in § 164.404(a)(2), notify 
the Secretary. 

(b) Implementation specifications: 
Breaches involving 500 or more individ-
uals. For breaches of unsecured pro-
tected health information involving 500 
or more individuals, a covered entity 
shall, except as provided in § 164.412, 
provide the notification required by 
paragraph (a) of this section contem-
poraneously with the notice required 

by § 164.404(a) and in the manner speci-
fied on the HHS Web site. 

(c) Implementation specifications: 
Breaches involving less than 500 individ-
uals. For breaches of unsecured pro-
tected health information involving 
less than 500 individuals, a covered en-
tity shall maintain a log or other docu-
mentation of such breaches and, not 
later than 60 days after the end of each 
calendar year, provide the notification 
required by paragraph (a) of this sec-
tion for breaches occurring during the 
preceding calendar year, in the manner 
specified on the HHS Web site. 

§ 164.410 Notification by a business as-
sociate. 

(a) Standard. (1) A business associate 
shall, following the discovery of a 
breach of unsecured protected health 
information, notify the covered entity 
of such breach. 

(2) Breaches treated as discovered. For 
purposes of paragraph (1) of this sec-
tion, a breach shall be treated as dis-
covered by a business associate as of 
the first day on which such breach is 
known to the business associate or, by 
exercising reasonable diligence, would 
have been known to the business asso-
ciate. A business associate shall be 
deemed to have knowledge of a breach 
if the breach is known, or by exercising 
reasonable diligence would have been 
known, to any person, other than the 
person committing the breach, who is 
an employee, officer, or other agent of 
the business associate (determined in 
accordance with the federal common 
law of agency). 

(b) Implementation specifications: Time-
liness of notification. Except as provided 
in § 164.412, a business associate shall 
provide the notification required by 
paragraph (a) of this section without 
unreasonable delay and in no case later 
than 60 calendar days after discovery of 
a breach. 

(c) Implementation specifications: Con-
tent of notification. (1) The notification 
required by paragraph (a) of this sec-
tion shall include, to the extent pos-
sible, the identification of each indi-
vidual whose unsecured protected 
health information has been, or is rea-
sonably believed by the business asso-
ciate to have been, accessed, acquired, 
used, or disclosed during the breach. 
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